Cyber Security Consulting
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Law & Forensics protects your most valuable intellectual property, corporate secrets, client information, and
personal data by identifying technical and legal gaps through sophisticated consulting on cyber security
strategy.
L&F also works with IT departments from scratch to build a worry-free, secure system. Our clients have direct access
to the experts – there is no middle man. Our consultants have delivered complex records management and data
security technologies for several U.S. government agencies, Boeing, JP Morgan Chase, AIG, and others.

CYBER SECURITY ANALYSIS &
ASSESSMENT

Provide vendor-agnostic analysis of software, operating systems, and hardware
tools for managing and protecting current data. Analyze and define an
Identify and prioritize threats organization’s operational structure to detect internal and external systems and
human capital risks and exposures, whether tangible or intangible. Create a cyber
security assessment plan and lead the information security team in executing the
assessment.

INCIDENT RESPONSE PLAYBOOK

Collaborate with key legal, business, and technology stakeholders across the

SECURITY PROTOCOLS

Develop data security protocols and create training modules for employees on the

VENDOR AND POLICY AUDITS

Audit existing vendors that deliver information security services and work to define

Prepare the response team with training organization to develop a cyber security incident response playbook. Advise senior
exercises and simulations executives on creating a strategic roadmap around cyber security issues.

Modify protocols from legal and technical new standards and protocols, all while working closely with both IT and legal
perspectives stakeholders.
Work with boards and senior executives to the appropriate level of services respective to the companies’ needs. Perform
identify and mitigate risks audits of existing information management policies, processes, and technologies,
and provide recommendations on adjusting systems and policies to mitigate cyber
security issues.

Case Studies
MANUFACTURING COMPANY

OIL & GAS COMPANY

GLOBAL INSURANCE COMPANY

Problem: Hackers were demanding
ransom for stolen data.
Solution: L&F ran an incident
response investigation for the board
of the company. We were able to
identify the cyber criminals and found
the source of the hack. The company
did not end up needing to pay the
ransom.

Problem: Cyber security breach.

Problem: Client needed an incident
response playbook.
Solution: L&F was retained to create
and deliver an incident response
playbook. Our team ran gap analysis,
prioritized and adjusted for risk, and
recommended the correct policies and
vendors for the client.

Solution: L&F was retained to
investigate a data breach. We utilized
our cutting edge patent pending
software to scan and identify infected
machines. We were able to do this
five times faster than any competitor’s
estimate, and saved the client billions
of dollars.

About Law & Forensics
Law & Forensics is a strategic consulting firm with a global presence that assists clients with sensitive
and complex electronic discovery, information governance, computer forensic, information security, and
privacy issues. With a strong record for getting results, reducing costs, mitigating legal risks, and
delivering value, Law & Forensics provides corporations, government agencies, law firms and other
legal, business, and technology stakeholders with solutions to address complex litigations, sensitive
investigations, and regulatory inquiries.
Law & Forensics team members act as testifying expert witnesses, discovery referees, forensic
neutrals, Special Masters, and electronic discovery consultants both in the U.S. and abroad, having
worked on hundreds of matters.

All of Law & Forensics’ work reflects the highest ethical standards, no matter the scope of the task at
hand. We consistently find new ways to serve our clients, and justice, better.

