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Data Breach Investigation
Northeast Power outage of 2003

When the security of highly sensitive electronic data was threat-
ened as a result of the 2003 massive power outage in the North-
east United States and parts of Ontario, a member of Law &
Forensics’s data breach investigation team was called on to lead a
forensic investigation into the cause of the outage and any threats
to national security.

As a lead investigator of the joint US and Canadian team, the Law
& Forensics team member had to resolve two main security
issues. The first was the causation of the black-out, including an
analysis of activity leading up to the black-out, and determination
of any malicious intent. The second was any security breaches as
a result of downed power, lack of access to certain databases, and
a computer bug that had infected General Electric’s energy
system.

Besides forensic analysis and investigation, the team member lead
interviews of those involved in the outage, and was able to assist
in resolving causation as void of criminal intent. Due to the Law &
Forensics team member’s subject-matter expertise in data breach-
es and cybercrime, the team member ensured that proper steps
were taken to confirm all data was returned to its secure status
after power was restored to the area.
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